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Netwalker Dropper (CORONAVIRUS _CQVID-19.vbs) Analizi

Netwalker cogunlukla mail yolu ile yayilan ve fidye yazilimi (ransomware) ailesine dahil edebilecegimiz yeni bir
viris cesididir. Genellikle hastane ve saglik ocaklarini hedef alan saldirganlar, koronadan dolay: saglik calisanlari-
nin yogun oldugu bu dénemde dikkatsizce dosyanin indirilmesi ve calistirilmasi halinde sistemdeki yedeklerin
silinmesi ve ic agda paylasilan dosyalar dahil biitin dosyalarin sifrelenmesini amaclamaktadir. 1000$ gibi bir icret
isteyen saldirganlar, édemenin yapilmamasi halinde istenen miktari giinden giine artirmaktadirlar. Maillere ek
olarak génderilen bu script cogunlukla CORONAVIRUS_COVID-19.vbs adi ile gérilmis ve rapor edilmistir.

Netwalker Dropper.vbs

MD5: 7a1288c7be386c99fad964dbd06896 4f

SHA: c880daabacalldde 198b6340e4430401d0bfef10

SHA256: 9{9027b5db5c408ee43ef2a7c7dd 1aecbdb244ef6b16d9aafb599e8c40368967
SHAS512: 2d52f6e974fad85b9c0cf588ceba8ab2bb37db7a2c8aff8138d9d740f2a-
€8844267c9052ed3a25c65335e948bed8bf449d0815b0f7e372872d49270dd60ad027

qeSw.exe

MD5: 258ed03a6e4d?012f8102c635a5e3dcd

SHA: a3bc2a30318f9bd2b51cb57€2022996e7f15c6%e

SHA256: 8639825230d5504fd8126ed55b2d7aeb72944fe 17762801 aab8d4f8f880160
SHAS512: 967414274cb8d8fdf0e4dd446332b37060d54a726ab77f4ec704a5a-
fe12162e098183add4342d1710db1e1c3b74035a001cf4c2d7790a27bf6d8381c34096889

6zet

Calistirilan Netwalker Dropper.vbs scripti icerisinde encoded sekilde bulunan sifreleme aracini %TEMP% dizini
altina geSw.exe adiyla cikarhyor. Sonrasinda geSw.exe zararlisini calistirarak 8ncelikle sistemdeki yedekleri siliyor
ve ardindan bitin dosyalar sifreliyor. Sistemdeki dosyalarin haricinde network iizerinden ulasabildigi dosyalar da
yetkisi dahilinde sifreliyor. Kurumlarin, kullanicilarina achgi paylasimli alanlarin izinlerini dizgin yapilandirmalari
olasi bir enfeksiyonda bitin yapinin ckmesini engelleyecektir. Zararli bitin dosyalar sifreledikten sonra verilen bir
kod ile Tor browser iizerinden onion uzantli bir siteye yénlendirerek Bitcoin ile 8deme yapilmasi halinde decrypt
aracinin verilecegini beyan ediyor. Yapilan transactionlara bakildiginda heniiz bir 6deme gerceklesmedigi belirlen-

mistir.

NOT: Zararli sisteme bulasip da dosyalari sifreledigi takdirde, sistemin baska bir ortamda yedegi olmadigi sirece
geri déndirilemeyecektir.

iInngvera

We enable.




Siire¢

Netwalker Dropper.vbs scriptinin icerigi asagidaki gérselde gorilmektedir.

Users > hello > Desktop = netvbs
code = "=A#>, A#>,A#>, ...redacted... A#>,Ad#>,Ad>,Ad>, A, A, A, >, M, A, A, Adt>, Af>, MA#>, A#>, QQVT"
arrayl array(1024¢ [ s sssredacted... ] 4, 41, 101 , 64009, 58564, 825, 56169, 121)
array2 array(4 ] ] 42 , s»ssredacted... 4 1, 42025, 42025, 1100, 44944, 42825, 43681, 44

varl Lbound ( ubound(array2)

charl sqr(arrayl(varl))
char2 sqr(array2(varl))
execute("exec_code = exec_code & chr(charl - char2)")

executellexec_code))

Oncellikle array1 ve array?2 dizileri kullanilarak olusturulan exec_code degiskenine ne atandigini

bulmak icin yazdigim python scriptini kullaniyorum. Scriptin icerigi asagidaki sekildedir.

Users > hello > Desktop > deobs.py
math sqrt
base6d b64

exec
arrayl

array2 1284

den range(®, 1167):

varl sqrt(arrayl[den])

var2 = sqrt(array2([den])

exec chr(int(varl var2))

print(exec)

Python scripti ile elde edilen kod asagidaki gibidir. VBS kodlarindan da anlasildigi izere
Netwalker Dropper.vbs scripti icerisindeki code degiskeni aslinda tzerine ekleme yapilip

ters cevrilmis ve base64 ile encode edilmis bir data.

Users > hello > Desktop » = asil.vbs

5et FSO = CreateObject("Scripting.FileSystemObject")

Path = WshShell.ExpandEnvironmentStrings("%TEMPS") "\Google.url"
oUrlLink WshShell.CreateShortcut(Path)

oUrlLink.TargetPath = "http://google.com"

oUrlLink.Save(G)
(FSO.FileExists(Path))

WScript.Echo "Error!"

"Msxml2.DOMDocument"
"WScript.Shell”
“"bin.base64"
"base64"
"Adodb.Stream"
et wshs createobject(ws)
filepath wshs.ExpandEnvironmentStrings ("%TEMPS") "\ geSw.exe"
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aln)
i, j, abc
;]_rra"_lf("[”,”@","%”‘I‘,”,"?"l“C”,">"'"$"’”#”r“l"]

replace(n, abc(i), "")

replace(n,"*","/")

oXML CreateObject(xml)
t oNode oXML.CreateElement(bs)
oNode.dataType bin
oNode. text strreversel(a({code)|)

t BinaryStream CreateObject(db)
BinaryStream.Type
BinaryStream.Open
BinaryStream.Write oNode.nodeTypedValue
BinaryStream.SaveToFile filepath
wshs.Exec(filepath)

Python scriptine kiicik bir ekleme yaparak code degiskeni icerisindeki datayi olusturup

exefile.exe adi ile kaydediyorum.

hello > Desktop deobs.py
math sqrt
base6d b64

exec
arrayl
array2 43681, 42849,

den range(®, 1167):

varl = sqrt(arrayl[den])

var2 = sqrt(array2[den])

exec chr{int(varl - var2))

code = "==A#>, A¥>, A¥>, AR>S, A#> , A#> , A#> AR AR>S, A#>, 10es@LS@RITOE.MbgDxT*B2dWyaG+VteLPCE. pm0x90IbLiv?J<A#>

temizleme( e):
badchars (gD el L O Dl W (e ) ) )
den badchars:
code = code.replace(den, '')
code code.replace('x', '/')
code = code[::
code_encoded code.encode()
decoded b64.b64decode (code_encoded)
decoded

exefile = open("exefile.exe", "wb")
exefile.write(temizleme(code))
exefile.close()

Buraya kadar olan asamada zararlimiz icerisindeki dosyay1 %TEMP% dizini altina

geSw.exe adi ile kopyaliyor. Sonraki asamalarda ise dinamik analiz ile devam ediyorum.
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qeSw.exe adi ile kaydedilen calistirilabilir dosya yine script yardimi ile calistiriliyor. ilk énce sistemdeki yedekleri
silen zararl, sistemde ve network iizerinde ulasabildigi ve yetkisi olan bitin dosyalar sifrelemeye baslyor.

Sifreleme islemi bittiginde ise ekranda asagidaki gérselde gérildigi izere bir metin defteri aciliyor.

_!]CAEL%S Readme - Notepad
File Edit Format View Help

H1!
Your files are Enr_rygted by Netwalker.
A11 encrypted files Tor this computer has extension: .ca6l4s

If for some reason you read this text before the encryﬁ;tion ended,
this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

then we recommend that you move away from the computer and accept that you have been compromised.
rRebooting/shutdown will cause you to lose files without the possibility of recovery.

our encryption algorithms are ver{ strong and your files are very well protected,
the only way to get your files back is to cooperate with us and get the decrypter program.

Do not try to recover your files without a decrypter program, you may damage them and then they will be impossible to recover.

For us this is just business and to prove to you our seriousness, we will decrypt you one file for free.
Just open our website, upload the encrypted file and get the decrypted file for free.

5teps TO get access on our website:
1.Download and install tor-browser: https://torproject.org/

2.0pen our website: .‘nfdsgmﬁwbﬁjEsu5txkekw4u4y4?'-kp2eatw?d6xhyn5csd1t4pdrqqd.0m'on|

3.Put your personal code in the input form:|

{code_ca6145:

BSNLLROAA3085U840eudA7 PQIVMSMVS0ZZ 8mel 7v3I60C JWHOG

VNGp2 VEYNrXAD41Z

ngKnV, czDy93BkFbdc
TQCH F50ZTON7 hbOkf 1

35y7keigairva4mMTtRIN0eY 1pk /SBBIPW2aTCeVIrymLVEAT2]

KADVLQri73526mRo,/4DOASC SvXm/ IXmASTwWs 8IvQ==]

Belirtilen .onion uzantili siteye Tor Gzerinden ulastgimizda ise bizi asagidaki gibi bir giris ekran karsiliyor.

rnfdsgmBwbEj6subtxkekwdudya7kp2eatvu7déxhynScsdltdpdrgqd.onion

For enter, please use user code or user key

Ol —
@ User code:

Captcha code:

—] O =
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README dosyasinin en altindaki code'u kullanarak giris yaptgimizda ise bizi asagidaki gibi bir ekran karsiliyor.

rnfdsgmBwb6j6suStxkekwdudyd7kp2eatvu7d6xhynScsdltdpdrggd.onion

Payment Free decrypt FAQ | | Chat | | Logout

Your files are encrypted.
Only way to decrypt your files, is buy the decrypter program.
Your user key: FIEIBE, write it down and use it to log in again.

i The system is fully automated. After payment you will automatically be able to download the decrypter.

Invoice for payment [ You have left 6 days 23 hours 59 minutes 45 seconds Status: Waiting for payment

You can buy the decrypter program for your computen(s).
The amount before the increase is 10008 (0.16030000 BTC).

If there is no payment before 04.04.20 [20:44], the price will increase by x2 times and will be 20008 (0.32060000 BTC)

Decrypier for: COMPUTER(S): code_cab145
{code_ca145:

IpbGUkw+OevEd]/B/52H9plhRkUSAGHAEImG } 684 nMeztRCub
Engkd| 74
BjTus 0
kHSqa) v

ehEndEbgdREQIBGLl SxWAV/4nEOCPIZFPEScGlgRE0BTIAROTUD
VexzIJONARTH/ hwDlRoudFaM+erWvh+YX ThhCphg==}

Bitcoin address: Iszawcwm&jwpnm FUWCYTFFEXHs9Znuy I Amount for payment: 0.16030000 BTC

You payed: 0.00000000 BTC

Buradaki 323hUGoQiTXj4QpBMFUWCOTFFEXHs?Znuy numarali BTC adresine belirtilen miktari génderdiginiz
takdirde otomatik olarak decrypt aracinin inecegini beyan ediyor. BTC adresine yapilan 6deme var mi diye kontrol

ettigimizde ise heniz bir 6deme yapilmadigini gérmekteyiz. Béyle devam etmesini imit ediyoruz.

@ blockchain.com 7 By M =

BLOCKCHAIN.COM Oriinler Veri Explorer Q, Girig Kaydol

0 BCH [ Adres UsD | BEH

Adresler, bagka bir kisiye Bitcoin Cash gondermek igin kullandiginiz tammlayicilardir

Adres pqp7jd«6d32z0gv722n7jsfwxnvd92qreyxfeySgex B
Bigim CASHADDR (P2SH)

iglemler o

Toplam Alinan 0.00000000 BCH

Toplam Gonderilen 0.00000000 BCH

Son Bakiye 0.00000000 BCH

islemler
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